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1.Comodo Dragon - Introduction

Comodo Dragon is a fast and versatile Internet Browser based on Chromium technology and infused with
Comodo's unparalleled level of security.

This introduction is intended to provide an overview of the basics of Comodo Dragon and should be of interest to all users.

Guide Structure

«  Comodo Dragon - Introduction

«  System Requirements

- Downloading and Installing Comodo Dragon

- The Basics - This section of the guide explains how to launch, configure and use Comodo Dragon to its full potential.

- Starting Comodo Dragon
»  Setting up Your Homepage in Comodo Dragon
«  Searching the Internet Using Comodo Dragon
«  Setting Default Search Engine
- Comodo Dragon Logging Policies
«  Predication Service
«  Re-opening Recently and Most Visited Websites in Comodo Dragon
«  Adding Home Button to the Toolbar
«  Opening Preset Pages on Startup
«  Viewing Browsing History
«  Configuring Pop-ups
»  Setting Fonts, Languages and Encoding
«  Search for Important Browser Settings
»  Configuring Dragon Updates
«  Managing Your Website Passwords
*  Import From Another Browser
« Comodo Message Center
«  Tabbed Browsing - How to use and customize tabs when browsing the Internet.

«  Opening a New Tab Page

«  Customizing Your New Tab Page

« Rearranging Tabs

»  Closing Tabs, Windows and Comodo Dragon

- Displaying/Hiding Application buttons on the Toolbar
«  Creating Desktop Shortcuts for Your Web Applications

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 4
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- Bookmarks - An easy way to store the links of your favorite web-pages.

«  Creating Bookmarks
»  Finding and Editing Bookmarks
*  Managing Bookmarks
«  Importing And Exporting Bookmarks
- Privacy and Security - How to configure your privacy and security settings in Comodo Dragon.

«  Deleting Browsing History
« Managing Cookies
- Configuring Settings for Images, Java Scripts and other Web Contents
»  Configuring Advanced Settings
«  Using Comodo Dragon in Incognito Mode
«  SSL Certificates and Secure Connections
»  SSL/HTTPS Security Settings
«  Blocking Insecure Content
»  Force Secure Connection
«  CertSentry
«  Managing Multiple Users on Comodo Dragon
»  Force Secure Connections
«  Managing Multiple Users
«  Downloads - Download a file from the Internet, change the download location, and clear download history.

»  Downloading a File
«  Changing Download Location
«  Clearing Download History
«  Viewing Download History
« Tools and other Features - Create application shortcuts, manage your extensions and customize the spell checker.

« Managing Extensions and Plug-ins

«  Viewing Task Manager from Comodo Dragon

«  Zooming the Web-page to Full Size

«  Form Autofill

«  Enabling/Disabling Sync Settings

*  Applying Themes

»  Protecting your Synced Passwords

- Searching Within Page Content

«  Customizing your Spell Checker

«  Enabling/Disabling the Translate Bar

«  Creating Application Shortcuts

« Managing Your Search Engines

« Viewing and Stopping Background Pages and Applications
«  Viewing, Saving and Printing a PDF

»  Keyboard and Mouse Shortcuts for Comodo Dragon
«  Website Security Indicators

«  Cloud Print Settings

«  The Share Page Button

- Configuring Access Pages Through A Web Proxy
«  Using Speech-to-Text Option

«  Scan Websites for Malware Using Web Inspector
« Handling the Protocols

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 5



»  Configuring Mouse Cursor and Fullscreen
«  Using The Address Bar (Omnibox)
«  Configuring Settings for Media

«  Configuring Settings for Unsandboxed Plug-in Access

« Use PrivDog To Stop Websites Tracking Your Activity
»  Run Dragon Browser in the Background and Accelerate Performance

«  Using Media Downloader to Download Streaming Media
»  Reset Browser Settings

«  Set Automatic Downloads on Dragon
«  Protected Content

»  Troubleshooting - How to resolve common problems that may arise when using Comodo Dragon.
«  Errors and crashes in Comodo Dragon
« Display Problems in Comodo Dragon
*  Report aBug

»  Portable Version

«  Uninstalling Comodo Dragon

2.System Requirements

To ensure optimal performance of Comodo Dragon, please ensure that your PC complies with the minimum system
requirements;

¢ Windows 8 (Desktop Mode) / Windows 7 / Windows Vista / Windows XP
- 128 MBRAM
e 40 MB Hard Disk Space

Click here to download and install Comodo Dragon.

3. Downloading and Installing Comodo
Dragon

You can download the Dragon setup file from the following location:

http://lwww.comodo.com/home/browsers-toolbars/browser.php

After downloading the setup file to your hard drive, double click Setup.exe to start the installation wizard.

cCOMODO

Creating Trust Online®

Note: Dragon can be also installed in silent mode using the command line interface with the /S switch. For example,
C:\>Download Directory>DragonSetup.exe /S. See ‘Installing in silent mode’ for more details.

Step 1 - End User License Agreement

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved
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COMODO Dragon Setup
License Agreement

@ Please review the license terms before installing Comodo Dragon 36.1
AR

Press Page Down to see the rest of the agreement.

lcomodo Dragon End User License Agreement

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. IT IS IMPORTANT TO READ
THESE TERMS CAREFULLY BEFORE USING THE COMDOO DRAGON BROWSER.

BY USING, APPLYING FOR, OR ACCEPTING THE ACCOUNT, SOFTWARE OR SERVICES OR BY
CLICKING ON "I AGREE" BELOW, YOU ACKMOWLEDGE THAT YOU HAVE READ THIS AGREEMENT,
THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT

AGREE TO THESE TERMS, DO NOT CLICK "I AGREE" AND DO MOT APPLY FOR, AGREE, OR USE
COMODO DRAGON.

This end user license agreement is a legal contract between you, as either an individual or a
business entity, and Comodo Security Solutions, Inc. ("Comodo™), a Delaware corporation. In h

If you accept the terms of the agreement, click T Agree to continue. You must accept the agreement to
install Dragon.

The EULA screen of the setup wizard is displayed. Complete the initialization phase by reading and accepting the End User
License Agreement (EULA).

»  Click 'l agree' button to continue the installation. Click 'Cancel' to abort the installation.
Step 2 - Select Installation Folder

The next screen allows you to select the folder in your hard drive for installing Comodo Dragon. The default path is C:\Program
Files\Comodo\Dragon.

COMODO Dragon Setup

Choose Install Location

E Choose the folder in which to install Dragon.

Setup will install Dragon in the following folder. To install in a different folder, click Browse and select
another folder. Click Next to continue.

Destination Folder

lc:\Program Files (x86)\Comodo\Dragon

Additional components
Install Adobe Flash Player (already installed)

[ Portable version (user profile is stored in destination folder)

Space required: 71 MB
Space available: 15215 MB

If you want to install the application in a location other than the default location, click 'Browse' to choose a different location and
click 'Next'.

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 7
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For more details about the portable option, click here.
Step 3 - Import Settings

The next screen allows you to select the components that to you want to import from the current default browser in your
computer to Comodo Dragon.

COMODO Dragon Setup

Import Settings

E Select settings to import to Comodo Dragon

Please select components to import from default browser
[+ History
[w] Favorites
[+ Passwords

[w! Search Engines

[+ Make Comodo Dragon my default browser

Select the checkboxes besides the records that you wish to import from your default browser at this time.

Tip: You can also import the records at later time if you have not selected any records at this time.

Leave the checkbox 'Make Comodo Dragon my default browser' selected to make Comodo Dragon your default browser.
Deselect to keep your current default browser.

«  Click 'Next' to continue.
Step 4 - Configuring your DNS Settings

The Comodo SecureDNS configuration dialog is displayed.

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 8



coOMODO

Creating Trust Online®

COMODO Dragon Setup

Dragon - COMODO SecureDNS

. COMODO SecureDNS Configuration
—t

COMODO SecureDMNS - another free service intended to provide you with a safer, smarter and faster
internet:

- Malicious' web sites are automatically detected and blocked,

- Highly secure infrastructure reduces your exposure to DNS Cache Poisoning attacks.

- Websites load faster because your domain name requests are resolved by our worldwide network
of fully redundant DMNS servers.

(71 1 would like to use COMODO SecureDNS Servers {with all applications).
‘four computer's primaryfsecondary DMS settings will be changed to 8.26.56.26, 156.154.70.22. if vou arein a
corporate nebwork or using YPM connections, then contact vour administrator before enabling this option to avoid
pokential connectivity issues,

(@ I would like to use COMDDD SecureDNS Servers (in Dragon only).

[ _ | I do not want to use COMODO SecureDNS servers.

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves all your requests exclusively through
Comodo's servers. Our worldwide network of redundant high-performance DNS servers resolve your request of webpages at
high speed and make the webpages to load faster than the DNS server provided by your ISP.

Also, SecureDNS references a real-time block list (RBL) of harmful websites like phishing sites, malware sites, spyware sites,
and parked domains that contain excessive advertising and hence provides secure Internet browsing experience without any
hardware or software installation.

You can choose:
«  Touse Comodo Secure DNS server for all applications in your computer that access the Internet.

«  To use Comodo Secure DNS server only for Comodo Dragon browser. All other applications will be connected through
your default DNS server.

«  To retain your default DNS server.

In addition, Comodo's Secure DNS ensures safety against malware attacks by preventing any program running in your system
from accessing malicious websites.

By default, 'l would like to use Comodo SecureDNS Servers (in Dragon only)' is selected. Select the option you want to use and
click 'Install".

Note: The option to use Comodo Secure DNS Servers can be selected at a later stage also in the Privacy section under the
'Show advanced settings' link. Select the 'Enable malware domain filtering (Comodo Secure DNS)' checkbox.

Select the checkboxes besides the records that you wish to import from your default browser at this time.

Tip: You can also import the records at later time if you have not selected any records at this time.

Leave the checkbox 'Make Comodo Dragon my default browser' selected to make Comodo Dragon your default browser.
Deselect to keep your current default browser.

e Click 'Install' to continue.
Step 5 - Setup Progress

A setup status dialog box is displayed.

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 9
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COMODO Dragon Setup

Installing

@1 Please wait while Dragon is being installed.
@
. |

Execute: C:\Program Files (x86)\Comodo\Dragon'dragon.exe --no-first-run --register-dragon-browser

»  Click 'Next' after the installation process is completed.
Step 6 - Product Activation
Next, the product Activation dialog is displayed. Comodo Dragon is activated at free of cost for lifetime usage. If you wish to sign

up for news about Comodo products then enter your email address in the space provided and select Sign me up for news
about Comodo products. This is optional. Click 'Next'..

COMODO Dragon Setup

Free Activation for Comodo Dragon Installer.

E Activation

We will activate your free lifetime license for Comodo Dragon by connecting with COMODO license
servers.

OPTIONAL: Please provide us with your email address if you want to receive e-mail
communications from COMODO on new products, services and special promotions.

E-mail address (optional)

[+ sign me up for news about COMODO products{optional)

Step 7 - Installation Complete

The Installation Complete dialog is displayed indicating the successful completion of installation. Leave the checkbox 'Run

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 10
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Comodo Dragon' selected to launch the browser else deselect it and click 'Finish'.

COMODO Dragon Setup
Completing the Comodo Dragon Setup

Comodo Dragon 36.1 has been installed on your computer.
Click Finish to close Setup.

[+ Run Comodo Dragon

Installing in silent mode

Dragon can be also installed in silent mode using the command line interface with the /S switch. For example, C:\>Download
Directory>DragonSetup.exe /S

Dragon3Setup.exe /3

Steps done by the silent installer:
+  Uninstall the previous version (if exists).
- Copy installation files in to default installation folder.
»  Create shortcuts on desktop and in programs menu.
Steps not done:
«  Making Dragon the default browser.
«  Importing from default browser.
« Installing system-wide Comodo Secure DNS.
If Dragon is already installed then it will update the installed version.
If the installer fails, the process is closed with error code not equal to 0.

To run the silent installer in waiting mode and check return code:

start fwait DragonSetup.exe /5

echo ¥ERRORLEVEL%

The silent installer will fail if Dragon or another instance of the installer is already running.

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved "
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4. The Basics

This section of the guide explains how to launch, configure and use Comodo Dragon to its full potential. Click the following links
to find out more:

- Starting Comodo Dragon

«  Setting up Your Homepage in Comodo Dragon
«  Searching the Internet Using Comodo Dragon
»  Setting Default Search Engine

- Comodo Dragon Logging Policies

+  Predication Service

«  Re-opening Recently and Most Visited Websites in Comodo Dragon
+  Adding Home Button to the Toolbar

«  Opening Preset Pages on Startup

«  Viewing Browsing History

- Configuring Pop-ups

»  Setting Fonts, Languages and Encoding

«  Search for Important Browser Settings

»  Configuring Dragon Updates

«  Managing Your Website Passwords

*  Import From Another Browser

4.1.Starting Comodo Dragon

There are two different ways to start Comodo Dragon:

«  Start Menu
+  Desktop
Start Menu

You can launch Comodo Dragon via the Start Menu.

«  Click Start and select All Programs > Comodo > Dragon > Comodo Dragon

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 12
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|, COMODO
L COMODO Internet Security
. Dragon
| @ Comodo Dragon
@ Uninstall Comodo Dragon
. GeekBuddy
. Comodo 550 Certificate Installer
. C5V Easy
| Dragon

. Far Manager 2
.. File Type Advisor

1 Back

Desktop

»  Just double-click the Comodo Dragon icon on your desktop.

)

(Elatinisisle)

Further reading related to the topic of this page:
«  Setting up Your Homepage in Comodo Dragon
«  Setting Default Search Engine
» Re-opening Recently and Most Visited Websites in Comodo Dragon
« Adding Home Button to the Toolbar

4.2.Setting up Your Homepage in Comodo Dragon

You can configure Comodo Dragon to open your desired web-page as soon as you start the program.

To set your home page _
+  Click the Comodo Dragon menu | = |located at the top-right comer.

«  Select the 'Options' from the menu.

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 13
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b Xy*\ Settings

C' f& [ dragon://settings
5% Apps  For quick access, place your bockmarks here on the beokmarks bar. Import bockmarks now...
-
Comodo Settings || ch settings
Dragon
Sign in
History
) Sign in te Comodo Dragen with your Google Account to save your personalized browser features to the
Biensions web and access them from Comedo Dragen on any computer. You'll also be autematically signed in to
I Settings your favorite Google services, Learn more
Sign in to Cemodeo Dragen |
Help
On startup
Open the New Tab page
Continue where you left off
. Open a specific page or set of pages, Set pages
Appearance
Get themes |
@ Show Home button
Change
| Always show the bookmarks bar M
1] Ik

« Inthe 'On Startup' section, select 'Open a specific page or set of pages'.

«  Click 'Set pages' link, the 'Startup pages' dialog will appear.

Startup pages

Yahoo http://us.yahoo.com/Hr=fpc-comodo

m
3
¥

Add a new page

Use current pages | oK | Cancel |

« Inthe 'Startup pages' select 'Add a new page' or 'Use current page'.

«  Enter the desired homepage web address in the text box.

«  Click 'OK" when you have finished.
If you select 'Use the New Tab page', a blank new tab will be set as your homepage.
Further reading related to the topic of this page:

«  Opening a New Tab Page

«  Adding Home Button to the Toolbar

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 14



coOMODO

Creating Trust Online®

4.3. Searching the Internet Using Comodo Dragon

The address bar in Comodo Dragon also acts as search box. The default search engine that the address bar should use can be
set in Basics from Options menu.

To search the Internet
«  Type the search item in the address bar.
»  Press the 'Enter' button.

Comodo Dragon uses the default search engine to search the item that you have entered. You can also use other search
engines in your default search engines options to carry out the search.

Other ways to search in Comodo Dragon

You can do a specific website search, search within the page and use the search boxes in History page, Bookmark manager
and Download page to find the items.

To search a specific website
«  Start entering the address of the web site that you want to search.

If a web site is present in Dragon's search engine list (dragon./settings/searchEngines), it offers the option to search that site or
type the keyword of the search engine in the address and press the Tab button. For example, if you have given the keyword for
yahoo.com as just yahoo. Just enter yahoo in the address bar and press the Tab button. You can see 'Search Yahoo' appear in
the address bar.

Now enter the search item and press enter. The yahoo search engine will carry out the search for the item instead of the default
search engine.

To search within a webpage
+  Click the Comodo Dragon menu = located at the top-right corner.
»  Select Find". o

Alternatively use the keyboard shortcut CTRL + F keys.

In the top right side of the page, a find bar appears.
«  Type the search item in the find bar and press the 'Enter' button.

As you type the search item in the find bar, Comodo Dragon searches the page automatically and highlights the possible
matches in yellow. You can also see the results of the matched items in the find bar.

To search using right-click option

«  Use your cursor to highlight any text on a webpage.

«  Right-click on the highlighted item and select the option to search.
To search using copy and paste method

«  Use your cursor to highlight any text on a webpage.

«  Right-click on the highlighted item and copy it.

«  Right-click in the address bar and select 'Paste and search'.

To search using the drag and drop method

«  Use your cursor to highlight any text on a webpage.

«  Right-click on the highlighted item, drag and drop it in the address bar.
Comodo Dragon uses the default search engine and displays the search results for the highlighted text.
Further reading related to the topic of this page:

Setting Default Search Engine
Bookmarks
Viewing Browsing History

Downloads
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4.4, Setting Default Search Engine

The address bar in Comodo Dragon acts as search box as well. You can set the default search engine that the address bar
should use for your searches.
To set your default search engine

«  Click the Comodo Dragon menu| = | located at the top-right corner.

«  Select the 'Settings' from the menu.

Search

Set which search engine is used when searching from the cmnib o

Yahoo! * | Manage search engines..,

» Inthe 'Search’ section, select the search engine that you want to set as default.

If the desired search engine is not available from the drop-down box, click the 'Manage search engines' button to add the search
engine. Click here to know more about managing search engines.

«  Click 'Done" when you have finished.
Further reading related to the topic of this page:

«  Managing Your Search Engines

4.5.Comodo Dragon Logging Policies

If you have enabled Instant feature in Comodo Dragon, the browser will automatically start loading the web-page as you finish
typing the URL in the address bar and even before you press the Enter button. The search results are further augmented if
supported by your default search engine and as you type in the address bar, inline predictions appear instantly.

As you type text in the address bar, the default search engine set in the browser will be requesting results and the results
depend on the logging policies of the search engine. If you had set Yahoo as your default search engine, the text entered in the
address bar is sent to Yahoo search engine and its logging policies will apply for the search.

If you've opted to disable both the Dragon Instant feature and address bar predication service, as per the yahoo search engine's
policy, only after you press Enter the searches will be logged. For example, if you type 'course' in the address bar and pause,
nothing is displayed. Only after you press the enter button, yahoo search engine logs 'course' as a search.

If you've opted to enable both the Dragon Instant feature and address bar prediction service, as per the Yahoo search engine's
policy, it retrieves predictions even as you type in the address bar of the browser. Select the desired prediction, if it appears, and
press the Enter button. The search results for the word is displayed. If you pause for more than three seconds without pressing
Enter, the text typed is treated as partial query data by Yahoo search engine. This is stored for up to two weeks in its database
and then deleted.

If you've opted to disable Dragon Instant feature and enable address bar prediction service, as per the Yahoo search engine's
policy, it retrieves predictions even as you type in the address bar of the browser. To make the prediction service more efficient,
yahoo search engine at random logs two percent of these requests and anonymizes this information within 24 hours.

Further reading related to the topic of this page:

«  Prediction Service

4.6.Prediction Service

When enabled, Comodo Dragon will show predictions as you type into the address bar. Predictions can come in the form of
suggested searches or suggested web addresses. If you see the @, icon next to the item in the address bar drop-down, it

indicates a suggested search term while the [ ] icon indicates a web address.

For example, if you typed 'washington post' in the address bar, you may see search suggestions for ‘washington post’,
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‘washington post crossword’ and ‘washington post jobs’. Clicking on any of these items will take you to the search results pages
for those terms as if you had typed them directly into a psearch engine. You may also see the Washington Post website listed
(http:/lwww.washingtonpost.com/). Clicking this suggested item would take you directly to their website homepage.

K vahoo x % N
2 C | Q washi o we »| =
Q, washi - Yahoo! Search
&, washington post
[ www.washingtonpost.com - Washington Post: Breaking New...
A, washington redskins - Yahoo! Search
O, university of washington
[ https://twitter.com/WashingtonPost - Washington Post (@w...
' :;:1 Sports
44 Finance
& Weather
= Autos
# Protests spread over NYC chokehold death
omes
Marchers swarm the streets of New York and other cities for a second night
9 Dating of mostly peaceful rallies. Attorney general promises probe » 1 _5pf110
& > - m
ﬁ Shopping < E : J 1 >
Misty Upham Chekehold Milsy's sexy Most-watched Tiger's big
g( DIy cause of death protests grow look has histery  “ouTube video endorzsement
% Parenting
All Stones
¥ Health
ﬂ Former 'Biggest Loser' Contestant Dies At
N Style [ ] Ace 38 ) =
1 | 3

The prediction service is enabled in Comodo Dragon by default.

To disable the prediction service
«  Click the Comodo Dragon menu = ocated at the top-right corner.
»  Select 'Settings' from the menu. o

«  Deselect 'Use a prediction service to help complete searches and URLs typed in the address bar' checkbox in the
"Privacy' section.

Deselect 'Use a prediction service to help complete searches and URLs typed in the address bar' checkbox in the 'Privacy’
section.

Please note that the address bar, in addition to predictions, also displays matches from your browsing history. Clear your
browsing history, if you do not want to see matches from your browsing history.

Further reading related to the topic of this page:

- Comodo Dragon Logging Policies

4.7.Re-opening Most Visited Websites and Recently Closed in
Comodo Dragon

If you accidentally closed a page without bookmarking and decide you need to see it again, then you can use the 'Most visited'
feature. This will display a thumbnail list of your most recently visited pages so you can quickly re-open them.

To open most visited and recently closed websites in Comodo Dragon
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«  Click the new tab, ' button, which is next to the last tab.

_.";: "r‘ahu:u:u H@

Anew tab page will open and you can see thumbnails of most visited sites in the center.

Right click an opened tab, then select the 'Reopen closed tab'.

' 2l et X
[+ -

pna Pon ek 2L P e et s £ ekt b RO ogona e

AP

Comodo Dragon remembers your preference and opens 'Most visited' section when you open a new tab page.

+  Click the Comodo Dragon menu = = located at the top-right corner.

- Beneath Bookmarks select the 'Recent Tabs' from the menu. It wil open the frequently visited websites or to open the
corresponding closed tab(s) or window.

recently and

Further reading related to the topic of this page:
«  Opening a New Tab Page
«  Customizing Your New Tab Page

4.8.Adding Home Button to the Toolbar

You can add home button to the toolbar in Comodo Dragon, which allows you to quickly navigate to the home page, in case you
have not set the home page as one of the pages to open on startup.

To add the home button to the toolbar

«  Click the Comodo Dragon menu = located at the top-right corner.

«  Select 'Settings' from the menu.
«  Check the 'Show Home button' box in the Appearance section.
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Appearance
Get themes .
[« Show Home button

Change
W Always show the bookmarks bar

*  You can see the home button is added to the browser toolbar.

f'l.. H J:'.l
[3 dragon

«  Click 'Change' link and tick the 'Use the New Tab page' to set as your homepage

«  Tick 'Open this page' text box to set the Homepage button to be opened a different webpage

Home page x

[ Use the Mew Tab page

D Open this page: http://us.yahoo.com/Hr=fpc-comodo

0].4 . Cancel .

To add themes

 Click the Comodo Dragon menu = located at the top-right corner.

o Select Settings> 'Appearance’ secti;s, click 'Get themes'

« You will be taken to the Web store gallery

» Preview different themes and click 'Free' button

o The theme is downloaded as a .crx file to your computer. The theme will be applied immediately.
« Click 'Undo' in at the top of page to return to a previous theme.

« Toremove a theme in the 'Appearance' section, click 'Reset to default theme'.

Further reading related to the topic of this page:
«  Opening a New Tab Page
«  Customizing Your New Tab Page

«  Setting up Your Homepage in Comodo Dragon

4.9.0pening Preset Pages on Startup

You can configure Comodo Dragon to open your favorite webpages to open in different tabs on startup.
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To open preset pages on startup
«  Click the Comodo Dragon menu =  located at the top-right corner.

»  Select 'Settings' from the menu.

Settings

On startup

Open the New Tab page

Continue where you left off

®]pen a specific page or set of pages. Set pages

« Inthe 'On startup’ section, select the 'Set pages' link.
»  Click the 'Use Current pages' button to add the pages that are currently open in the browser.

«  Click the 'Add a new page' button and select the pages that you want to open on startup in the 'Add Page' dialog or
type the web address of the web-page in the URL box.

Startup pages

Yahoo http:/fus.yahoo.com/Hr=fpc-comodo

Add a new page |h| |

help.comodo.com

Manage Your Website Pass

Media Downloader, Online oK

Use current pages Cancel

Yahoo - http:/fus.yahoo.co

Further reading related to the topic of this page:

»  Setting up Your Homepage in Comodo Dragon

4.10.  Viewing Browsing History

Comodo Dragon will store the list of websites that you've visited in the past 10 weeks. Please note that the history will be stored
when Comodo Dragon is used in standard mode and not in incognito mode. Also it will not store pages from secure websites.

To view your browsing history
»  Click the Comodo Dragon menu i located at the top-right corner.

»  Select History' from the menu.
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b Hyo History

= C M | [ dragony//history
Comodo History I || Search history
Dragon
Tuesday, December 2, 2014
I History 6:44 PM == My Verizon Leg-in | Verizon Wireless www.verizonwireless.com
Extensions 6:44 PM == Cell Phones, Smartphones 8 the Largest 4G LTE Met..  www.verizonwireless.com
Settings 6:44 PM http://r.search.yahoo.com/_ylt= AOLEVWNMTHIUZmAAIW... rsearchyahoo.com
6:43 PM verizonwireless - Comodo Yahoo Search Results search.yahoo.com
Help 6:43 PM & AT&T - 4G LTE, Cell Phones, U-verse, TV, Internet & Phone Service www.att.com
6:36 PM == My Verizon Leg-in | Verizon Wireless www.verizonwireless.com
6:34 PM m World's Largest Professional Metwerk | LinkedIn www.linkedin.com
6:30 PM [ Media Downloader, Online Video Capture, Web browser | W... help.comodo.com
4:58 PM ‘r‘ahoo us.yahoo.com
210 PM [ Core core.hostdime.com
210 PM ks FedEx® Tracking - Shipping - Freight - Delivery Services www.fedex.com
1:48 PM ke FedEx® Tracking - Shipping - Freight - Delivery Services www.fedex.com
1:25 PM & Jomenni imena | HaliBinewwii y ceiti peectpatop gomenHux .. ua.godaddy.com -

The history page will open in a new tab. From here you can clear all browsing data or delete only selected items. You can also
see the pages that you have visited in your present browsing session by clicking and holding down the forward and backward
arrows adjacent to the address bar, hover over a result to show the check-boxes, can select multiple items by holding down
'Shift' button or use the 'Actions' context menu on the right to search more visited links from that site or remove from history the
single entry.

Mare fram this site

Rermaowve from history

Further reading related to the topic of this page:
«  Deleting Browsing History
«  Opening a New Tab Page

411.  Configuring Pop-ups

You can configure Comodo Dragon to block, allow or selectively allow pop-ups. You can see the icon in the top right side of the
address bar of the browser whenever a pop-up for a site is blocked.

To configure pop-ups
«  Click the Comodo Dragon menu = located at the top-right corner.
«  Select 'Settings' from the menu > SFW advanced settings link .
»  Scroll down to 'Privacy' section.
«  Click the 'Content settings' in the Privacy section.

«  Select 'Pop-ups' from the list of features in the 'Content Settings' dialog.
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Content settings

Pop-ups -

Allow all sites to show pop-ups

® Do notallow any site to show pop-ups (recommended)

| Manage exceptions... |

- Enter the web address of the web-page in the 'Pattern’ text box.
«  Select 'Allow' or 'Block' in the Action drop-down box.

«  Close the dialog.

Pop-up exceptions

Hostname pattern Behavior

Allow -

Learn more

You can see the website is added to the list of pop-up exceptions. Right clicking on any website in this list opens a context menu
which allows you to add or remove websites and specify other settings such as spell-checker options.
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. x
Pop-up exceptions
Hostname pattern Behavior
| ' Allow v | %
Undeo Ctrl+7
*.Jexamp Allow -
Redo Ctrl+5Shift+7
|
Cut Ctrl+ X
Copy Ctrl+C
Paste Ctrl+V
Paste as plain text Ctrl+Shift+V
Delete
Learn more Done
Spell-checker cpticns k| & English (United States)
Select all Chrl+A Language settings...
' ' +  Check the spelling of text fields
Inspect element

You can also view the list of pop-ups that were blocked by clicking the Cx icon in the address bar.

X %

The following pop-ups were blocked on this page:
¥ PopupTect Thursday September, 22 2011

[/ PopupTest Thursday September, 22 2011

[ PopupTest Thursday September, 22 2011

() Always allow pop-ups from www.popuptest.com

@ Continue blacking pop-ups

Manage pop-up blocking...

In the list that is displayed, you can view the pop-up window by clicking on it. Select the 'Allows allow pop-ups from...." for
unrestricted viewing of all pop-ups from that particular website. It will be automatically added to the exception list. Click the
'Manage pop-up blocking' link to access the 'Content Settings' dialog.

412.  Setting Fonts, Languages and Encoding

Comodo Dragon allows you to configure the font and language that you would like to read the web-page.
«  Click the Comodo Dragon menu = = located at the top-right corner.

«  Select 'Settings' from the menu > "Show advanced settings' link.
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«  Scroll down and in the 'Web Content' section, click the 'Customize fonts...".

Web content

Font size: Medium b Customize fonts...

Page zoom: 100% -

The 'Fonts and Encoding' dialog will be displayed.

Fonts and encoding

Standard font

Times Mew Roman 16: Lorem ipsum dolor sit amet, consectetur
E| adipiscing elit.
Tiny Huge
Serif font
Times Mew Roman = 16: Lorem ipsum dolor sit amet, consectetur
adipiscing elit.
Sans-serif font
Arial - 16: Lorem ipsum dolor sit amet,

consectetur adipiscing elit.

Fizxed-width font

T E e [ - Lorem ipsum dolor sit amet,

Advanced font settings (requires extension)

« Inthe 'Fonts and Encoding' dialog, select the font and encoding settings that you want the browser to display. Please
note that the text in the website may not be displayed correctly, if the default encoding is not compatible with the one
that is required by the website.

«  Click 'Advanced font setting' to customize font settings for different language scripts. You will be taken to Googgle web
store.

»  Click the Comodo Dragon menu = = ocated at the top-right corner.

«  Select 'Settings' from the menu > 'Show advanced settings' link.

»  Click 'Languages and input settings' button in the 'Language' section to set the language that you want the browser to
display.
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Languages

Change how Comede Dragon handles and displays languages.

Language and input settings...

«  The 'Languages' dialog will be displayed.

Languages
Add languages and drag to order them based on your preference,

Languages Arabic - 4 =l

English (United States) Display Comodo Dragen in this language
English This language cannot be used for spell checking

Arabic | Offerto translate pages in this language
Corsican

Afrikaans

Albanian

Add

» By default the Comodo Dragon language is English (United States). Select your preferred language from the drop-
down box.

«  Checkbox 'Offer to translate pages in this language' to turn translate on the pages that are not in a language you read.

«  Click the 'Add' button to include the languages that you would prefer to be included. You can remove language.

Add language %

Language:
Afrikaans -

»  To turn the spell-checker on or off, checkbox 'Enable spell checking'

When 'Enable spell checking' is on you can add a new word to the dictionary'. Click the 'Custom spelling dictionary' link in the
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Add a new word to compares the words in your document with those in the main dictionary in future.

»  Click 'Done' for the settings to take effect.

4.13.  Search for Important Browser Settings

So you know what setting you want to modify but don’t know where it is in Comodo Dragon? The Dragon settings search box
allows you to type keywords and instantly see the relevant settings in the right hand pane.

C A [ dragon;/settings iy we »| =
Comodo Settings [
Dragon
Sign in
Histon,
) Sign in te Comodoe Dragon with your Google Account to save your personalized browser features to the
Eensions web and access them from Comoede Dragon on any computer, You'll alse be automatically signed in to
I Settings your favorite Google services, Learn more
Sign in to Comodo Dragon
On startup

To access the settings search box
+  Click the Comodo Dragon menu = ocated at the top-right corer.
+  Select ‘Settings' from the menu.

«  This will open the settings tab. The settings search box is located at the upper right - hand side.
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«  Type any keyword in the search box and you will be instantly presented with the relevant controls in the right pane.

For example, if you want to know how to manage passwords, you could simply type ‘passwords’ in the search box.

% f A, Settings - Search results X
€ C' & [O dragony/settings/search#password iy we »| =
Comodo Search results ‘password| » ‘
Dragon
Sign in
History
) Sign in to Comedo Dragon with your Google Account to save your personalized browser features to the
Frensions web and access them from Comode Dragon on any computer, You'll also be automatically signed in to
I Settings your favorite Google services. Learn more
| Sign in to Comedo Dragon |
Help
Privacy
| Content settings... [| Clear browsing data... [| Clear at exit... |
Comodo Dragon may us password password zrience, You may opticnally disable

these services. Learn more

|| Start browser in incognite mode
|| Do not allow websites to know where you came from (suppress HTTP Referrer header)

— Use a prediction service to help complete searches and URLs typed in the address bar or the app
launcher search box

|##| Predict network actions to improve page lead performance
[ Enable phishing and malware protection
|| Enable malware domain filtering (Comode Secure DMS)

|| Send a "Do Mot Track” request with your browsing traffic

Passwords and forms

¥ Enable Autofill to fill cut web forms in a single click, Manage Autofill settings

¥ Offerto save your web passwords, Manage passwords

password

Cemodo Dragon's Master Password fi 1 d with the new Chromium Master Password
Feature, Launch Master Password Importer te use your saved passwords.

Every Dragon setting related to passwords will be collected and shown on the right. You can review and modify the required
settings right away.

4.14.  Configuring Dragon Updates

To make sure that you are protected by the latest security updates, Comodo Dragon automatically/manually updates whenever it
detects that a new version of the browser is available.

To configure updates
+  Navigate to the Comodo Dragon menu | = located at the top-right corner.

»  Select 'Settings' from the menu.
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Updates

| Disable automatic updates |

Updates for Comodo Dragon will be downloaded and installed autoematically.

If automatic updates are disabled then Dragon will not silently install updates. Instead, you will be alerted when updates are
available via the yellow notification bar.

A, Settings
C | [} dragon//settings we| we &5 ‘}-{‘H =
A new version of Comodao Dragon is available | Download | | Skip this update | X

Click ‘Download’ to install the update. Clicking 'Skip this update" will, obviously, not install the update and will stop the yellow
notification bar from appearing every time Dragon is launched (for the duration that this particular update is available). It will
reappear, however, when the next update after that is available.

4.15.  Import From Another Browser

Users can import bookmarks, search engines, saved passwords and browsing history into Dragon from the following browsers:
*  Mozilla FireFox
»  Microsoft Internet Explorer
»  Opera
«  Chrome
«  Bookmarks HTML File

To import data
+  Click the Comodo Dragon menu = = |located at the top-right corner.

«  Select Settings > 'Users' section.

»  Click 'Import bookmark and settings' button.

Users

You are currently the only Comode Dragon user.

. Add new user... (| Delete this user @anmarksand 5@

«  Alternatively, click the 'Import bookmarks now' link on the Toolbar

«  The 'Import bookmarks and settings' dialog box will appear. Choose the browser you wish to import from and the types
of data you wish to import.
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Import bookmarks and settings x

From:| Mozilla Firefox -

Select items to import:

g

| Browsing history
| Favorites/Bookmarks
#| Saved passwords

| Search engines

Import | | Cancel |

«  Click 'Import', a confirmation about successful importing process will be displayed.

Import bookmarks and settings

Success!

Find your bookrmarks in the Comedo Dragon menu or on the
bookmarks bar.,

W Always show the bookmarks bar

«  (Click 'Done'.

«  Imported bookmarks appear as a sub-folder within the "Other bookmarks" folder at the end of the bookmarks bar.

Hy <, Settings
<« C' f& [} dragon://settings

% Apps @ Getting Started [T Latest Headlin@purted From FirD

4.16. Managing Your Website Passwords

Comodo Dragon allows you to save login data for your favorite websites so you can automatically sign in without having to
manually enter your username/password. This saves you from having to rely upon your memory or from storing passwords on
insecure media like post-it notes which can be lost or stolen. All saved passwords are securely stored in your Dragon user
profile. You can also set a 'master password'. If enabled, Dragon will ask you for this master password every time it is requested
to automatically enter login details for a website. This is very useful for shared computers.
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«  Accessing password and form settings
«  Manage automatic password settings

«  Launch a master password importer

Note: Your passwords, along with your other personal Dragon settings, can be synced with your Google account. This allows
you to easily retrieve and use these settings on other computers that you are using.

Accessing password settings

«  Click the Comodo Dragon menu = |located at the top-right comer.

»  Click Settings -> 'Show advanced settings' link.

Passwords and forms

W Enable Autofill te fill out web forms in a single click. Manage Autofill settings
W Offerto save your web passwords. Manage passwords

Comedo Dragon's Master Password feature has been replaced with the new Chromium Master Password
Feature. Launch Master Password Importer to use your saved passwords,

Manage automatic password settings
« Inthe "Passwords and forms" section

»  Leave checkbox "Offer to save your web passwords" if you want Dragon to prompt you to save your password every
time you sign in to a new website.

If you let Dragon saves website passwords, you'll see a prompt every time you sign in to a new website. If you click 'Never for
this site' in the prompt, your password for the site is not saved and the site is added to a list of passwords that are never saved.

To edit the 'Never saved' list:

«  Click the Comodo Dragon | =  menu located at the top-right corner.

«  Select Settings > 'Show advanced settings' link.

«  Click 'Manage saved passwords' button.

* Inthe 'Passwords' dialog, scroll down to the "Never saved" section at the bottom.
To remove a site from this list, select a site and click the 'X' that appears the end of the row.

Now revisit the website and you should see the prompt to save your password information again, if you've allowed Google
Chrome to show the prompt.

x ¥ 2 xt H7DGmai|
L C fn https://mail.google.com/mail/u/0/ @® a1y wu »

b 4

T Do you want Comodo Dragon to save your passwo... [ Save password l [ Never for this site

Delete saved passwords
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»  Click the Comodo Dragon menu = |located at the top-right corner.
«  Select Settings > Click 'Show advanced settings' link.

»  Click 'Manage saved passwords' button in the "Passwords and forms" section to see a list of all the usernames and
passwords that have been saved.

In the Passwords dialog that appears, use your mouse to hover over the site whose password you'd like to remove and click the
'X' that appears on the right.

Passwords

Saved passwords

=

T e e I I I e

[ ey ; —— dianhmPiaiige 000 sssanee

[ L L BRI S e R@ el | seesnaas ¥

Mever saved

Sites which never save passwords will appear here. Learn more -

Done

Master password importer

Comodo Dragon remembers your usernames and passwords, then it will be automatically entered whenever you visit a
particular website. While this is very convenient, it can present a security risk if somebody else sits at your computer, visits the
login page of one of your websites and then automatically gains access to your account. Starting from version 33.1 the Comodo
master password feature allows you to overcome this by requiring a password before Dragon will enter your login data.
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Settings

Passwords and forms

o Enable Autofill to fill out web forms in a single click. Manage Autofill settings
of| Offer to save your web passwords. Manage passwords

Comodeo Dragon's Master Password feature has been replaced with the new Chromium Master Password Feature,
Launch Master Password Imnporter to use your saved passwords,

Launch Master Password Importer

Note: The 'Master Password Importer' is Enabled in case you have already used Comodo Master Password feature. Hence,
when you open Dragon browser you will see the 'Master Password Importer' window prompting to type your master password to
run a 'Password Importer'.

Master Password Importer

Comeodo Dragen's Master Password feature has been replaced with the
new Chromium Master Password Feature, We need to import your
current password list inte this new Chromium password list,

If you do not want to impert your passwords now you can access
this importer by clicking the "Menu” button and then "Settings”. From
the Settings page locate and click "Show advanced settings..." and then
locate Passwords and Forms. Click "Launch” to run this Master Password
importer,

Enter your current Comode Dragon Master Password:

OK Cancel

Click 'OK'" to run the importer.

5.Tabbed Browsing

This section briefs you on how to open a new tab page, the appearance of the page and how you can customize the
page. Comodo Dragon allows you to move around the thumbnails or rearrange the tabs as you wish. Click the following links to
know more:

«  Opening a New Tab Page

«  Customizing Your New Tab Page

» Rearranging Tabs

»  Closing Tabs, Windows and Comodo Dragon

- Hiding/Displaying an Application Mark on Toolbar

«  Creating Desktop Shortcuts for Your Web Applications
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5.1.0pening a New Tab Page

Comodo Dragon allows you to browse in multiple tabs. When you open a new tab, it contains 'Apps', 'Most Visited' and 'Recently
closed' sections.

To open new tab page
«  Click the new tab . icon, which is next to the last tab.

_,.f;: ‘r’ahu:u:u H@

A new tab page will open and you can see thumbnails of most visited sites in the center.

I'® =
A0

o Por queck 01 Pbn o sk sy £ty ok e o Bogmesa e

| ity
The 'Search' box located under the thumbnails allows you to type and see your query appear in the omnibox or enter a URL to
navigate to a webpage.

«  To visit the a site, click a thumbnail.

«  Toremove a most visited site, hover your mouse over the thumbnail, and click the 'X" icon in the upper right corner of
the thumbnail.

You can navigate to downloaded application in 'Apps' by clicking the respective 2t Apps button located in left of the browser.
Clicking the 'Apps' button opens the thumbnails of the apps available in your computer.

«  To enable the 'App', right click on the bookmark bar and checkbox 'Show apps shortcut'
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\ C A | [) dragon://apps e we »| =
i Apps 0 Getting Started [ Latest Headlines (] Imported From Firef...

Mot signed in to Comedo Dragon
(fou're missing ocut—szign in)

-~ O R

Store Instawell Tw Online

® e O

Angry Birds  Useful Peri... myHomew...

Web Store -

Comodo Dragon remembers your preference and opens 'Most visited' section or 'Apps' section when you open a new tab page
or click the 'Show apps' button.

The Bookmarks bar at the top of the New Tab displays your favorite webpages.
To enable the Bookmarks bar, click the Dragon browser menu > Bookmarks>checkbox 'Show bookmarks bar'

The Recently closed section contains the list of links to the websites that you have closed. To open by accidentally closed tab,
use Crtl+Shift+T

OR
«  Click the Dragon menu | = located at the top-right comer.

«  Select 'Recent Tabs' beneath the 'Bookmarks'
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i Apps

<« C i [ dragon://apps o2 v »||=
E:' Apps 9 Getting Started [:I Latest Headlines |'_:| Imperted From Mew tab Ctri+T I
New window Ctrl+N
Mew incognito window Ctrl+Shift+MN
Switch to virtual mode
Bookmarks »
———
e myHomework Student Planner - ... Cirl+Shift+T )
Edit Cut  Copy Paste
ﬂ myHomewaerk Student Planner o...
Sign in - Goegle Accounts Zoom - 100% | + o
Q7 Let's get well together - Instawell . ~
Save page as.. Ctrl+5
gmail.com - Comode Yahoo Sea... . .
Find... Ctrl+F
Google Accounts
0 Goog Print... Ctrl+P
B3 Comodo Internet Security 8 (201...
Tools »
4 Tabs
History Ctrl+H
Mo tabs from other devices .
Downloads Ctrl+J
— Sign in to Comodo Dragen...
Settings
About Comode Dragon
Help
Exit Ctrl+Shift+ Q) |

The Recently closed section contains the list of links to the websites that you have closed.
Further reading related to the topic of this page:

«  Customizing Your New Tab Page

5.2.Customizing Your New Tab Page

You can customize the new tab page by moving around the Apps thumbnails within the section. The thumbnails can be deleted
and moved around in one place.

To rename a section
« Click and drop an app thumbnail to the bottom of the web browser.

« Double-click on the section that you want to rename.

Apps AppS
«  The label becomes editable for you to rename.
To remove an App

»  Right-click on the App thumbnail that you want to uninstall and click 'Remove from Dragon' from the context-sensitive
menu.

»  A’Confirm Removal' dialog will appear.
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Remove "wikiHow Survival Kit"T

FRemove Cancel |

«  Click 'Remove' to confirm your choice.
«  Alternatively, click and drag the app that you want to remove.

»  You can see a 'Remove from Comodo Dragon' trash can appear on the lower right corner of the web browser.

Drop the thumbnail in the trash can.

% Remowve from Comodo Dragon |

To remove a most visited sites

»  Hover the mouse cursor on the thumbnail that you want to remove and click on the X' that appears in the top right

corner.
FrwEEy = : :

Free Antivirus | Internet S. ..

The thumbnail is now deleted from the page.
To create a new section
«  Click and drop an app thumbnail to the bottom of the web browser.

You can see a new section link appearing next to the existing sections.
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 Drop the app into the new section.
« Double-click on the new section to name it.
To reset a page to show blank thumbnails

You have to clear the browsing history in the tools menu to reset a new tab page to show blank thumbnails. Click here to know
on how to clear the browsing history.

5.3.Rearranging Tabs

Comodo Dragon allows you to rearrange tabs or pull out a tab to open in a new window. You can also dock a new window into
another Comodo Dragon window as another tab.

«  Just click and hold a tab and move to another position in the same window.
« Toopen a tab in a new window, click and drag a tab and release it in the page.
«  Click and drag a tab in a window and dock it into another window as a tab.

To restore a tab or a window

You can recover a tab or window that you have closed in the 'Recently closed' section on customize and control Comdo Dragon
menu.

To pin a tab

+  Right-click on the tab that you want to prevent from being moved around and select 'Pin tab' from the context-sensitive
menu. The tab will be pinned to the left of the browser window.

Right-Click Options.
«  Right-clicking on a tab opens context-sensitive menu:
«  New Tab — Opens a new tab page to the right of the browser window.
»  Reload - Refreshes the page.
- Duplicate - Opens a duplicate page to the right of the browser window.
«  Pin tab - Pins the tab to left of the browser window.
«  Close tab- Closes the tab.
«  Close other tabs — Closes all other tabs.
«  Close tabs to the right — All tabs to the right of the browser will be closed.
«  Reopen closed tab — Reopens last closed tab in the same tab location of the browser window.
«  Bookmark all tabs — All tabs that are currently open in the browser will be bookmarked.
Further reading related to the topic of this page:

Opening a New Tab Page

Customizing Your New Tab Page
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5.4.Closing Tabs, Windows and Comodo Dragon

You can close a tab or a window in multiple ways.
To close a tab, window or Comodo Dragon
«  Click x in the tab or use the keyboard shortcut CTRL+W to close a tab.

«  Click x in the corner of the window or use the keyboard shortcut Alt+F4 to close a window.

»  Click the Comodo Dragon menu == located at the top-right corner and click Exit in the menu to close all tabs and

windows of Comodo Dragon.

To forcibly close an application or a web-page

+ Click the Comodo Dragon menu = located at the top-right corner and select Tools' from the menu.

«  Select the 'Task manager'.

i ™
@ Task Manager - Comodo Dragon E@Iﬂ
Task Mernory CPU Metwork Process ID Fp: =
* i@ Er. 120,736K 4 0 5720 M,

e T 53,388K 0 0 2580

o [9T. 40,164K ] a0 2308 3
* W Ec. 24 448K 0 0 500

* & Ex. 13,636K 0 a0 1508 R
* W Ex. 9,912K 0 0 5788

* & Ex. 10,952K 0 0 4572 -
i | ] [ b
Stats for nerds End process

»  Select the application or webpage that you want to close and click the 'End process' button.

The page of the affected tab will display a 'He's dead, Jim!" message.

Note: You can also use the keyboard shortcut Shift+Esc to open the Task Manager dialog.

Further reading related to the topic of this page:

«  Viewing Task Manager

5.5. Display/Hide Application Buttons on the Toolbar

Users can manage extension specific settings directly from the extension’s toolbar button. By default, Dragon automatically adds
extension buttons to the toolbar.

«  To hide an extension button, right-click on it and select 'Hide button' from the toolbar
Or

»  Open dragon://extensions and click Disable.
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Comodo Web Inspector

Opticns

Femowve from Comode Dragon

Manage

To reinstate the button to the toolbar:
«  Click the wrench icon.
«  Select Tools > Extensions.
«  Find the extension you want
 Tick the 'Enabled' checkbox.

Extensions [] Developer mode

Comodo Share Page Service 0.1 W Enabled [

Permissions

[ Allowin incognite Options

Right clicking on an extension button also allows you to manage extension specific settings such as (extension) Allow in
incognito mode, Permissions, Options, Allow access to URLs.

5.6.Creating Desktop Shortcuts for Your Web Applications

You can create shortcuts to your web applications to access them faster.
«  Click the 'Apps' button in the top left side
«  Right-click on the application
«  Select the 'Create shortcuts'

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 39



ARE YO/

LA RTIEHIN

Angry Birds

il v Open as regular tab
Open as pinned tab
Dpen as window
Open full screen

View in Web Store
Remowve from Comodo Drageon

Create shortcuts..,

'Create application shortcuts' dialog will be displayed. Select the location to where the application is to be placed.

Create application shortcuts *

; Angry Birds
\ Birds! Slingshots! Destruction! Feathers! Fun!

Create application shortcuts in the following places:
+| Desktop
+*| Start menu

+| Pinto Taskbar

Create Cancel

«  Click 'Create' for the settings to take effect.

Comodo Dragon also suggests an ability to open the application in new window.
«  Click the 'Apps' button in the top left side.
«  Select the applications and right-click on it.

«  Select the 'Open as window'.
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Entanglement Web App

Open as regular tab
._i=" """ d [
W =

View in Web Store
Remowve from Comode Dragon

Create shortcuts..,

You also can open as regular tab, pinned tab or in full screen'.

6.Bookmarks

Bookmarks are an easy way to store the links of your favorite web-pages that you visit frequently or pages that you might want
to refer later. This section shows you how to create, edit and manage bookmarks. Click the following links to know more.

«  Creating Bookmarks
«  Finding and Editing Bookmarks
«  Managing Bookmarks

« Importing and Exporting Bookmarks

6.1.Creating Bookmarks

Comodo Dragon allows you to create bookmarks in multiple ways. If you had selected the option to display the bookmark bar in
the browser window, it displays the bookmarked pages available in that folder.

To create a bookmark
Method 1
«  Click the 5.7 icon at the right side of the address bar.

The web-page is automatically bookmarked in the recently used bookmarked folder.

s |
]
Bookmarlk

Marme: |m |

Folder:  cpen office =

Remove Edit... Done

Sign in to get your bookmarks everywhere.
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In the bookmark dialog, you can edit the name or move it to another folder. Click the 'Remove’ link if you do not want to
bookmark the page. Click the 'Edit' button to open the 'Edit Bookmark' dialog. Here you can change the address and name of
the web-page or create a new folder.

| ] x
I Edit Bookmark |
NN omado - Yahoo! Search Result] |
URL:  wyahoo.com/searchiei=UTF-88&fr=chrc-comodofp=comodo
[==" Bookmarks bar
[ Other bockmarks
|
|
|
Mew folder Save Cancel
«  Click 'OK" when you have finished.
Method 2
»  You can import bookmarks from other browsers.
Method 3
»  Drag and drop a link in the web-page to the bookmarks bar that you are currently viewing to create a bookmark of the
link.
Method 4
- Just drag the icon next the webpage in the address bar to the bookmarks bar to create a bookmark of the page.
Method 5

«  Use the keyboard short cut CTRL+D to create a bookmark of the web-page that you are currently viewing.

Further reading related to the topic of this page:
«  Finding and Editing Bookmarks
« Managing Bookmarks

« Importing and Exporting Bookmarks
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6.2.Finding and Editing Bookmarks

The bookmark bar under the address bar of the browser displays all your bookmark folders and bookmarks. If you have not
docked the bookmark bar, follow the steps given below:

To dock the bookmark bar
+ Click the Comodo Dragon menu = located at the top-right corner.
«  Select'Settings' from the menu.

» Inthe 'Appearance' section, checkbox 'Always show the bookmarks bar'.

b 7 Extensions

€ C # [ dragony//extensions &5 wu B »
iif Apps @ Getting Started (] Latest Headlines ([ Imported From Firef...

Right-click options on the bookmark bar
The following options are available when you right-click on the bookmark bar.
Open all bookmarks

«  Open all bookmarks

«  Open all bookmarks in new window

«  Open all bookmarks in incognito window

*  Rename

« Cut

+  Copy

+ Paste

e Delete

e Add page
»  Add folder

«  Bookmark manager
«  Show apps shortcut
«  Show bookmarks bar

The bookmark bar is docked under the address bar of the browser. The 'Bookmark manager' menu also allows you to find and
edit the bookmarks.

To edit bookmarks
»  Right-click a bookmark on the bookmark bar.
»  Select the 'Edit' from the menu.

«  The Edit Bookmark dialog is displayed.
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I Edit Bookmark |

Mame: | comodo - Yahoo! Search Results

URL:  wyahoo.com/search?ei=UTF-88fr=chrc-comodofip=comodo

= Bockmarks bar
[ Other bookmarks

Mew folder Save Cancel

Here you can edit the name, web address of the bookmark. You can also create a new folder from here.

To delete bookmarks
«  Right-click a bookmark on the bookmark bar.
«  Select the 'Delete’ from the menu.

The selected bookmark will be deleted. Please note that when you delete a folder, all the bookmarks in the folder will also be
deleted.

6.3.Managing Bookmarks

The Bookmark Manager in Comodo Dragon allows you to organize your bookmarks. Here you can edit, delete or rename
bookmarks and folders. Right-click on any of the folder and open all the bookmarks in new tabs, new window or in incognito
window.

To open bookmark manager
«  Click the Comodo Dragon menu = = |located at the top-right corner.

»  Select Bookmarks -> 'Bookmark manager 'from the menu.

The Bookmark Manager interface will be displayed.
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In this interface you can edit, rename, move a bookmark or search bookmarks.

To move bookmarks

« Just click and drag a bookmark or folder to another destination to the folder list in the left side.

To rename a folder, bookmark or edit web address
»  Select the bookmark you want to edit.
«  Click the 'Organize' menu and select 'Edit' and change the name or web address.
«  Select the folder you want to rename.
«  Click the 'Organize' menu and select 'Rename'.

You can also right-click a bookmark or folder and edit or rename in the interface or in the bookmark bar.

To search bookmarks

»  Enter the bookmark name in the search box in the bookmark manager to search the item.

To delete a bookmark or folder
«  Select the bookmark or folder you want to delete.
«  Click the 'Organize' menu and select 'Delete’.

You can also right-click on the item and select delete from the menu.

To add a new bookmark folder
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»  Select the location you want to add new bookmark folder in the left side.
«  Click the 'Organize' menu and select 'Add folder'.

You can also right-click on the desired location and add a new folder from the menu.

6.4.Importing And Exporting Bookmarks

Comodo Dragon allows you to import bookmarks from Internet Explorer, Firefox and Chrome.

To import bookmarks from Internet Explorer, Firefox, Opera, Chrome
«  Click the Comodo Dragon menu = located at the top-right corner.
»  Select 'Bookmarks' from the menu > 'Import bookmarks and settings'.

or
«  Type dragon://settings/importData

or

»  Select 'Settings' from the menu, then click "Import bookmarks and settings" in the 'User' section.

Users

You are currently the only Comode Dragon user,

| Add new user... (| Delete this user @anmarksand se@

The 'Import Bookmarks and Settings' dialog will be displayed.

Import bookmarks and settings x

From:| Mozilla Firefox -

Select items to import:

I @ Browsing history
| Favorites/Bookmarks

| Saved passwords

| Search engines

Import | | Cancel |

«  Select the browser from which you want to import the items in the drop-down box.
«  Select the items that you want to import from the browser.
«  Click the 'Import' button.

The bookmarks from the other browser will now be available in Comodo Dragon as a sub folder under 'Other Bookmarks' at the
top right side of the bookmark bar. You can also view the imported bookmark folder in the '‘Bookmark manager' interface.
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To import bookmarks from any browser as a HTML file
«  Export the bookmarks as a HTML file in any browser and save it to your computer.
+  Click the Comodo Dragon menu = |located at the top-right corner.
«  Select the 'Bookmark manager' from the menu.
«  Click the 'Organize' and select 'Import bookmarks' from the menu.
»  Navigate to the HTML file saved in your computer and click 'Open’.

The bookmarks from the other browser will now be available in Comodo Dragon as a sub folder under 'Other Bookmarks' at the
top right side of the bookmark bar. You can also view the imported bookmark folder in the '‘Bookmark manager' interface.

To export bookmarks from Comodo Dragon

»  Click the Comodo Dragon menu = = located at the top-right corner.

«  Select the 'Bookmark manager' from the menu.

«  Click the 'Organize' and select 'Export bookmarks' from the menu.

«  Choose a location where you want the bookmarks to be saved and click the 'Save' button.

The bookmarks will be saved as a HTML file.

/. Privacy and Security

This section explains how to configure privacy and security settings in Comodo Dragon. These settings help make sure your
private data remains safe and secure while browsing online. Click the links to find out more:

«  Deleting Browsing History

«  Managing Cookies

«  Configuring Settings for Images, Java Scripts and Web Contents
«  Configuring Advanced Settings

«  Using Comodo Dragon in Incognito Mode

«  SSL Certificates and Secure Connections
»  SSL/HTTPS Security Settings

«  Blocking Insecure Content

«  Force Secure Connection

«  CertSentry

«  Managing Multiple Users on Comodo Dragon
«  Force Secure Connections

«  Managing Multiple Users On Comodo Dragon

7.1.Deleting Browsing History

Comodo Dragon allows you to clear your entire browsing history or choose certain History items that should be deleted. You can
also clear your Internet browser browsing history each time you exit the browser to protect your privacy. When you opt to clear
the entire browsing history, all cached web pages and browsing history will be removed. The action also clears the thumbnails of
your most visited pages on the new tab page.

To delete entire browsing history
+  Click the Comodo Dragon menu = located at the top-right corner.
»  Select the "Tools' from the menu.

«  Click the 'Clear browsing data'.
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or
«  Select 'Settings' from the menu > 'Show advanced settings' link.

« Inthe 'Privacy' section, click the 'Clear browsing data' or 'Clear at exit' button.

-
Settings Search settings
Privacy
| Content settings... || Clear browsing data... || Clear at exit... |
Comode Dragon may use web services to improve your browsing experience, You may optionally disable
these services, Learn more |—|

The Clear Browsing Data dialog will be displayed.
Clear browsing data

Obliterate the following iterns from: | the past hour -
|#| Browsing history
|| Download history

|| Cookies and other site and plug-in data

LY

Cached images and files
| Paszwords
| Autofill form data

| Hosted app data

Learn rmore Clear browsing data Cancel

Saved content settings and search engines will not be cleared and may reflect your

browsing habits,

«  Select the checkbox besides the items that you want to delete.

»  Select the time period that you want to clear browsing history in the 'Obliterate the following items from' drop-down
box.

«  Click the 'Clear browsing data' to delete selected items for your chosen time period.

»  Click 'Clear at exit' to define data will be deleted when you close your browser
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Clear at exit

Clear following browsing data when I close my browser
| Browsing history
| Download history
| Cached images and files
| Cookies and other site and plug-in data
| Passwords

| Autofill form data

| Hosted app data

Learn more Done

To delete specific items from the browsing history

»  Click the Comodo Dragon menu located at the top-right corner.

«  Select History' from the menu.
or
«  Select 'Settings' from the menu > History.

Comodo Dragon will display the History page in a new tab.

& C i | [ dragony/history 77 owe B » =
3% Apps @) Getting Started [ Latest Headlines (] Imported From Firef...

Comodo History [l Search history
Dragon

I History Clear browsing data...

Extensions Today - Friday, December 5, 2014
57 [ Online Webpage Scanning for Malware Attacks | Web In... app.
11:53 AM [ Free Online Storage and Download Secure Online Backup fro... ww.ccloud.com
Help 1:53 AM C comodo.com Verified Official Site - Sponsored comodo.com
11:49 AM G myHomewerk Student Planner on the App Store on iTunes tunes
1:48 AM B myHomework Student Planner App myhomeworkapy
& myHomework Student Planner - Chrome Web Store
11:43 AM & Chrome Web Store - Leaming Starts Here chrome.google.cor
& Chrome Web Store - Learming Starts Here chrome.google.com

11:48 AM & Useful Pericdic Table - Chrome Web Store

1:48 AM & Chrome Web Store - Leamning Starts Here chrome.google.com

«  Select the checkboxes displayed besides the items that you want to delete.
»  Click the 'Remove selected items' button to delete.
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You can also clear the entire browsing history from the above interface.

Further reading related to the topic of this page:
Opening a New Tab Page

7.2.Managing Cookies

Cookies are small pieces of information sent by websites that you've visited which are stored by your web browser. Cookies are
used by these websites to store your preferences about that website (for example, if you ask a website to 'Keep me logged in' or
similar, it is the cookie that keeps a record of this preference). However, a potential privacy concern with cookies is that they can
allow websites to track your navigation when you are browsing those websites. So it is vital that you know about cookie settings.
Comodo Dragon allows you great control over cookie settings.

To set cookie permissions

«  Click the Comodo Dragon menu | = located at the top-right corner.
«  Select 'Settings' from the menu > 'Show advanced settings' link.
- Inthe 'Privacy' section, click the 'Content settings' button and select 'Cookies' from the list of feature.

The Content Settings dialog will be displayed.

Content settings

Cookies |:|

® Allow local data to be set (recommended)

Keep local data only until you quit your browser

Block sites from setting any data

of| Block third-party cookies and site data

Manage exceptions... All cookies and site data...

»  Select 'Allow local data to be set' to permit both first-party and third-party cookies to be stored in your computer.

»  Select 'Keep local data only until | quit my browser' allow sites to keep local data including first-party and third-party
cookies and erase them when you exit or quit Dragon.

- If you want to block all cookies, select 'Block sites from setting any data’. Please note that websites that require your
sign-in will not work, if this setting is selected. In (&% address bar, the picture will be displayed indicating a cookie has
been blocked.

«  Select 'Block third-party cookies and site data' to allow only first-party cookies.

Adding Exceptions
Comodo Dragon allows you to control cookies for some specified domains or websites.
»  Click the 'Manage exceptions' button in the 'Content Settings' dialog.

The Cookie Exceptions dialog will be displayed.
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x
e
Behavior
Clear on exit
Allow -
-

«  Enter the domain name in the 'Hostname Pattern' text box in the New Exception dialog to create an exception. Insert
[*.] before the domain name to create exception for the entire domain. For example, [*.] comodo.com. Non-http url, IP
address and IPv6 address can also be entered.

» Inthe 'Behavior' drop-down box, select either Allow, Clear on exit only or Block. 'Clear on exit' actions clears the
website's cookies from your computer each time the browser is closed.

To delete cookies

«  Click the 'All cookies and site data' in the 'Content Setting' dialog.

The Cookies and Other Data dialog will be displayed.

Cookies and site data
Site
adtrustmedia.com
google.com
scorecardresearch.com
yahoo.com
us.yahoo.com

yahooapis.com

Locally stored data
1 cookie

Channel ID

2 cookies

3 cookies

4 cookies

1 cookie

Remowve all “
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- Select the site that you want the cookie to be deleted. Then select the cookie and click the 'Remove’ button.
«  Click the 'Remove All' to delete all cookies.

Information about cookies in the current page

Cookie icon will be displayed in the address bar of the page that you have blocked or set to allow..

If you have selected to block all cookies by default, but made exception to allow cookies for a certain page, the &
icon will appear in the address bar of that page.

If you have selected to allow cookies by default, but made exception to block cookies for a certain page, the &% (con
will appear in the address bar of that page.

You can view the cookies that have been blocked or set by clicking the icon.

»  Click the cookie icon in the address bar.

ymodo G o 97

I This page was prevented from setting cookies, |

® Always allow us.yahoo.com to set cookies

Continue blocking cockies

| Show cookies and other site data...

Manage cookie blocking... Daone

« Ifyou click the 'Manage cookie blocking' link, the 'Content Setting' dialog will be displayed.
«  Click the 'Show cookies and other site data' link.
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Cookies set by this page

Allowed Blocked

The following cookies were blocked (third-party cookies are being blocked
without exception]:

- |__h| adtrustmedia.com | =
* [ Cookies
G retargeting_id

m

* [Y csyncflickr.com
¥ [0 Coockies
& Bx -

Allow Clear on exit

Mame: <no cookie selected =
Content: <no cookie selected=
Domain: <no cookie selected>

Path: <no cookie selected=
Send for: <no cockie selected =
Created: <no cookie selected=

Expires: <no cookie selected>

Close

«  Select the site and click the Allow button. The domain will be included the exceptions list.
« Ifyou click the 'Clear on exit' button, the cookies will be cleared each time you close your browser.

»  You can re-block the allowed cookies for a particular page by selecting the 'Block' button in the 'Allowed' tab.

7.3.Configuring Settings for Images, Java Scripts and other
Web Contents

You can configure the settings for images, java scripts and other web contents such as cookies, plug-ins, pop-ups, location
sharing and notifications.

»  Click the Comodo Dragon menu = located at the top-right corner.
«  Select 'Settings' from the menu > 'Show advanced settings' link.
- Inthe 'Privacy' section, click the 'Content settings' button.

The 'Content Settings' dialog will be displayed.
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Content settings

»

Cookies

®) Allow local data te be set (recommended)

m

Keep local data only until I quit my browser

Block sites frem setting any data

Block third-party cookies and site data

Manage exceptions... All cookies and site data...

Images
®/ Show all images (recommended)

Da not show any images

Manage exceptions...

JavaScript
&) Allow all sites to run JavaScript (recommended)

Da not allow any site to run JavaSeript

Manage exceptions...

Handlers

| Dane |

Select the feature for which you want to configure the settings.

Cookies

Cookies are small pieces of information sent by websites that you've visited which are stored by your web browser. Cookies are
used by these websites to store your preferences about that website (for example, if you ask a website to 'Keep me logged in' or
similar, it is the cookie that keeps a record of this preference). However, a potential privacy concern with cookies is that they can
allow websites to track your navigation when you are browsing those websites. Click here to know more about managing
cookies.

Images
»  Select 'Show all images' for the browser to display all images.

»  Select "Do not show any images to block all images. The icon in the right side of the address bar indicates that images
are blocked.

Adding Exceptions
Comodo Dragon allows you to control images for some specified domains or websites.
»  Click the 'Manage exceptions' button in the 'lmages' section.

The 'Image Exception' dialog will be displayed.

Comodo Dragon User Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 54



coOMODO

Creating Trust Online®

Image exceptions

Hostname pattern Behavior
[*]google.com Allow
[*.Jwww.comodo.com Allow
[*.]addthis.com Allow

Allow >

Learn more

PP T B ILTT DL TLITT T T T L T I L L

»  Enter the domain name in the 'Hostname Pattern' text box in the Image Exception dialog to create an exception.
Insert [*.] before the domain name to create exception for the entire domain. For example, [*.] comodo.com. Non-http
url, IP address and IPv6 address can also be entered.

«  Inthe 'Behavior' drop-down box, select either Allow or Block.

JavaScript
Web developers use javascript to make websites more interactive.
«  Select 'Allow all sites to run JavaScript' for full functionality of websites.

»  Select 'Do not allow any site to run JavaScript' to disable JavaScript. If you select this option some websites may not
work properly.

»  Click 'Manage exceptions' button to add or block for some specified domains or websites.

Handlers

Handlers feature allows you to open certain links is determined by the Default Handler for your computer. Learn more about this
in Handling the Protocols.

Plug-ins

Websites use plug-ins to process certain types of content, such as Flash and Windows Media files. These files cannot be
processed by browsers and require plug-ins. Comodo Dragon allows plug-ins by default. Click here to know more about
managing plug-ins.

»  Select "Run automatically' to allow all plug-ins to run in the browser.

»  Click the 'Click to play' to prevents the plug-ins from automatically loading.

«  Select 'Block all' to block all plug-ins.

«  Click 'Manage exceptions' button to add or block for some specified domains or websites.

«  Click the 'Display individual plug-ins' to disable selected plug-ins.

Pop-Ups
«  Comodo Dragon blocks all pop-ups by default.

«  Select 'Allow all sites to show pop-ups', if you want to allow all pop-ups to show in your browser. Learn more about
this in Configuring Pop-ups.
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Notifications

Certain websites are capable of showing notifications on your desktop. Comodo Dragon is configured to alert you by default
whenever a site wants your permission to show notifications automatically. Select your choice in the Content Settings dialog.

«  Click the Exceptions button in the above mentioned features to customize your settings.

Full screen

Full screen setting allows you to choose how Dragon handles request to open websites in fullscreen mode. Click here to know
more about managing fullscreen mode.

Mouse cursor

Certain websites or web applications (as games) might request to disable your mouse cursor. Configuring Mouse cursor setting
provides a choice on how handles this type of request. Click here to know more about managing mouse cursor.

Protected content

Certain websites require your device identification in order to grant access to you to download or stream from web sites video
and music protected by copyright. Click here to read more about protected content.
Media

Sites with media functionality can request access to your camera and microphone. Learn more about this in 'Configuring
Settings For Media' section.

Unsandboxed plug-in access

The sandbox feature configures the security level and is helpful to test the behavior of new executables that you have
downloaded or for applications that you are not sure that you trust. Unsandboxed plug-in access restrains access on your
computer by blocking unsandboxed plug-ins from automatically accessing files on your computer. Learn more about this in
'Configuring Settings for Unsanboxed Plug-in Access' section.

Automatic Downloads

The automatic downloads feature provides you with ability to download the bunch of files. e.g., when you purchase items from
the store and you can them download automatically to your computer or device. Click here for more details.

Zoom Levels

Zoom Levels feature allows you to manage all custom zoom levels for all content to fit you web page in the browser from the
Privacy> Content Settings. Learn more about this in Zooming The Web-page To Full Size section.

Further reading related to the topic of this page:
«  Managing Cookies
«  Configuring Settings For Media
« Managing Extensions and Plug-ins
«  Configuring Settings for Unsanboxed Plug-in Access

- Set Automatic Downloads on Dragon

7.4.Configuring Advanced Settings

Advanced privacy settings help make sure your confidential data remains safe and secure while browsing online.
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To configure advanced security settings

+  Click the Comodo Dragon menu = | located at the top-right corner.

«  Select 'Settings' from the menu > 'Show advanced settings' link.

Settings

Privacy
Content settings... Clear browsing data... Clear at exit...

Comode Dragon may use web services to improve your browsing experience, You may optionally disable

these services, Learn more

Start browser in incognito mode
Do not allow websites to know where you came from (suppress HTTP Referrer header)

Use a prediction service to help complete searches and URLs typed in the address bar or the app
launcher search box

Predict network actions to improve page load performance
Enable phishing and malware protection

Enable malware domain filtering (Comodo Secure DMS)

L & & &

Send a "Do Mot Track” request with your browsing traffic

Start browsing in incognito mode. Incognito mode means you can browse the Internet without creating a browser or search
history or other leaving traces such as cookies. For more information, please click here.

Clear history and cookies at exit. This setting is disabled by default and clears all history and cookies when the user closes
the application.

Do not allow websites to know where you came from (suppress HTTP referrer header). The disable referrer option stops
website owners from knowing which URL (website) you visited immediately before arriving at their website. This option is
disabled by default. Enabling this option will immediately stop referrer information from being passed to websites that you visit.

Use a prediction service to help complete searches and URLs typed in the address bar. Click the following link to know
more about Prediction service.

Predict network actions to improve page load performance. If enabled, Comodo Dragon will look up the IP addresses of all
links on a webpage. Then, if you decide to click one of those links, the resulting page will load faster. By default, this option is
enabled.

Enable phishing and malware protection. This setting is enabled by default in Comodo Dragon and alerts you if the website
that you are trying to browse contains malware or suspected of phishing attacks.

Enable malware domain filtering (Comodo Secure DNS). If enabled, Comodo Dragon will use Comodo Secure DNS servers
instead of default DNS servers provided by your service providers.

Irrespective of whether or not you have chosen the option 'l would like to use Comodo SecureDNS Servers (with all
applications)' or | would like to use COMODO SecureDNS Servers (in Dragon only) in step 4 during installation, selecting this
option will force Comodo Dragon to use Comodo SecureDNS for malware domain filtering.

SecureDNS references a real-time block list (RBL) of harmful websites. These include phishing sites, malware sites, spyware
sites, and parked domains that contain excessive advertising. You'll be warned whenever you attempt to access a site
containing such potentially threatening content. Our highly secure infrastructure also reduces your exposure to DNS poisoning
attacks.

In addition, enabling Comodo SecureDNS makes the web pages you visit to load faster as Comodo operate a huge network of
fully redundant DNS servers located at optimal locations around the world. Your requests for web-pages are always resolved by
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the high performance DNS cluster closest to you. Hence the websites load faster than if you continue to use the DNS server
provided by your ISP (which you share with all their other customers of the ISP).

Visit http://www.comodo.com/secure-dns/ for more details.

Send a 'Do not track' request. If enabled, this setting informs websites of your preference that they do not track your actions.
Please note that, while this setting does afford an additional degree of privacy, websites and advertising networks are not legally
compelled to honor these requests. See ‘Use PrivDog To Stop Websites Tracking Your Activity’ for more information on how
Comodo Dragon helps protect your online privacy.

Further reading related to the topic of this page:
« Managing Cookies
- Configuring Settings for Images, Java Scripts and Web Contents

«  SSL Certificates and Secure Connections

7.5.Using Comodo Dragon in Incognito Mode

Incognito mode allows you to browse the Internet without leaving any browser traces — meaning you don't have to remember a
bunch of browser clean-up actions like 'Clear History' or 'Clear Cookies' at the end of your session. When you use the browser in
this mode, there will be no history and other traces such as cookies are removed. However, changes made to bookmarks and
general settings in this mode are saved.

To open an incognito window
+  Click the Comodo Dragon menu = = located at the top-right corner.
«  Select 'New incognito window' from the menu.

OR
«  Select 'Settings' > 'Show advanced settings' link > Privacy section.

«  Select 'Start browser in incognito mode' checkbox.

A new window with the icon at the top left corner will open.
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é New Tab
c # =

I Imported From Firef... 2 Getting Started [ Latest Headlines | I Other bookmarks

You've gone incognito

Pages you view in incognite tabs won't stick around in your browser's
history, cookie store, or search history after you've closed all of your

incegnito tabs, Any files you download or bookmarks you create will be w

kept. Learn more about incognito browsing

Going incognito doesn't hide your browsing from your employer,
your internet service provider, or the websites you visit.

Please note that even though the browser do not store information about the website that you visit in this mode, the websites
that you visited may still have information about your visit. Files downloaded and saved will remain in your computer.

Other ways to open in incognito mode

Right-click on any bookmark in the bookmark bar, bookmark manager or in the history page and open in incognito mode.

7.6.Using Comodo Dragon in Virtual Mode

Virtual Mode allows you to surf the Interet with far greater protection against online threats. With this feature enabled, Comodo
Dragon will run in a fully virtualized sandbox which is totally isolated from your real computer. Any threats, scripts or malware
you many encounter while on the Internet will not be able to infect your real computer and all temporary Internet data will be
written to a virtual file system.

Notes:

»  To use virtual mode, Comodo Internet Security (CIS) 2013 or above must be installed on your computer. This is
because CIS provides the underlying virtualization technology required by Virtual Mode. CIS is completely free of
charge and features a fully-fledged antivirus scanner, an award-winning firewall, a host intrusion prevention system, a
sandbox for untrusted software and many other essential security features.

«  Read more about CIS and download from www.comodo.com/home/internet-security/free-internet-security.php

«  Any files you want to download and keep must be saved to a special folder called 'Shared Space'. By default, this is
located at:

C:\Program Data\Shared Space (Windows 7, Windows Vista)
C:\Documents and Settings\All Users\Application Data\Shared Space (Windows XP)
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- Alternatively, open Comodo Internet Security and click the 'Shared Space' button.

After entering ‘Virtual Mode’, we suggest you also engage ‘Incognito’ mode for additional privacy online. Search history, cookies
and other traces are not created while in Incognito mode.

To switch to virtual mode

«  Click the Comodo Dragon menu E located at the top-right corner.
«  Select 'Switch to virtual mode' from the menu

- If CISis not detected, you will be offered the opportunity to download and install it.

Mew tah Ctrl+T
Mew window Ctrl+M
Mew incognito window Ctrl+Shift+N
Switch to virtual mode

Bookmarks K
Recent Tabs k
Edit Cut  Copy Paste
Zoom - 100% + Lo
Save page as... Ctrl+5
Find... Ctrl+F
Print... Ctrl+P
Tools r
History Ctrl+H
Downloads Ctrl+)

Sign in to Comedo Dragen...

Settings
About Comeodeo Dragon
Help

Exit Ctrl+Shift+ 0

7.7.SSL Certificates and Secure Connections

Whenever you successfully make a secure connection to a website, the beginning of the URL will change from HTTP to HTTPS
(with the ‘S’ standing for secure) and a padlock will be displayed to the left of the address. This indicates that the page is using
an SSL certificate to encrypt all communications between you and the website. However, not every type of certificate should be
trusted to the same degree. Uniquely amongst browsers, Comodo Dragon distinguishes between all three types of SSL
certificate and clearly indicates which type is being used by the website.

There are three main types of certificate — Domain Validated (DV), Organization Validated (OV) and Extended Validation (EV).

Domain Validated (DV) - These certificates are the lowest cost means of securing a website but do not provide authentication
or validation of the business behind the website. Unlike EV and OV certificates, DV certs provide are validated and provisioned
automatically via an online interface using a system of 'challenge-response' emails. If the site you are on is using a DV certificate
then Dragon will change HTTPS to yellow and place a yellow alert symbol over the padlock. This is to inform you that the
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C ff & httpsy/dvcertificate.com 7| E »| =

si5 Apps  For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Organization Validation (OV) — These certificates include full business and company validation from a certificate authority
using currently established and accepted manual vetting processes. Because of this requirement, these certificates provide
significantly higher levels of trust and security than DV SSL certificates but are not validated to the stringent standards set by the
CA/B forum and do not possess the ability to turn the address bar green in the latest browsers. If the site you on is using an OV
certificate then Dragon will display the padlock and HTTPS in a green color. This is to inform you that the business behind the
website has been validated and it is safe to proceed with any transaction:

MNew Tab

C fi https:// oveertificate.com

si5 Apps  For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Extended Validation (EV) - EV certificates are validated to the rigorous guidelines set by the CA/B Forum — an independent
standards body that requires in-depth verification of the legality and probity of a company before it is issued with a certificate.
Because of this, EV certificates provide the highest levels of security and trust to end-users. To indicate this higher level of trust,
Comodo Dragon turns the entire address bar green if you are on a site which is using an Extended Validation certificate:

T Free Antivirus | Internet Se %

€ C f

2 Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Comodo Group Inc. [US]| https://www.comodo.com/?a @ 57 v B »| =

Users can enable or disable this feature in the HTTPS/SSL section of 'Settings' > 'Show advanced settings' link. Click here for
more information.

Background Information

An SSL Certificate can only signify that it is safe to trade with a company when two vital steps are completed prior to its
issuance:

1. Verification that the certificate applicant is in control of the domain name.
2. 2. Verification that the certificate applicant is a legitimate and legally accountable business.
DV certs only establish 1) whereas OV and EV certs establish both 1) and 2)

Trust between the person using the browser the website they are connected to is only possible when BOTH these stages of
validation are completed. Step 2) is carried out by a Certificate Authority (CA) such as Comodo or Verisign. A CA employs
human operatives to carry out strict vetting of the applicant’s business and legal standing. Only once this layer of company
validation has been completed can a website be truly ‘trusted’.

High Assurance certificates show the full company name and address
— indicating that background checks were run prior to the certificate
being issued to the organization.
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||_E| HostDime.com, Inc. [US] |http5:/,"core.hostd

HostDime.com, Inc.
Identity verified

Permiszions Connection

The identity of HostDime.com, Inc. at Crlande,
FL US has been verified by COMODO RSA
Extended Validation Secure Server CA but does
not have public audit records,

Certificate information

ﬂ Your connection to core.hestdime.com is
| encrypted with 256-bit encrypticn.

The connecticn uses TL5 1.2,
The connection is encrypted using
AES_256_CBC, with SHAL for message

authentication and ECDHE_RSA as the key
exchange mechanism.

| Site information
You have never visited this site before today.

What do these mean?

7.8.SSL/HTTPS Security Settings

The 'SSL/HTTPS' security setting allows you to view and modify settings relating to SSL certificates and security protocols.

To view and customize these settings:

+ Click the Comodo Dragon icon located menu| = | located at the top-right corner.

o Select 'Settings' > 'Show advanced settings'
« Scroll down to the HTTPS/SSL section

HTTPS/55L

Manage certificates...

Manage Certificates — Opens the Windows SSL certificate store. This allows you to view, import, export or remove personal
certificates and other peoples certificates as well as manage the built in list of trusted root certificate authorities.

To manage certificates
«  Click the Comodo Dragon menu E located at the top-right corner.
«  Select 'Settings' from the menu > 'Show advanced settings' > HTTPS/SSL section.

«  Click 'Manage certificates'.
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»  The Certificates dialog will be displayed:

- =
Certificates ﬁ

Intended purpose: [<AJI:=~ v]

Personal |Dﬂ'1er People I Intermediate Certification Autharities I Trusted Root Certification 1]

Izsued To I=sued By Expiratio...  Friendly Name
[RT UL = AL R P L Wi i % 4f Haw BT S At =L e

L]

Import... H Export... ][ Remove

Certificate intended purposes

<All=

View

Learn more about certificates

The Certificates manager has the following tabs:
«  Personal - displays your own client/secure-email certificates
- Other People - displays a list of client certificates belonging to other people (usually your contacts)

« Intermediate Certificate Authorities — displays a list of intermediate certificates. This type of certificate forms a link in
the chain of trust between a certificate on a website and a trusted root certificate.

«  Trusted Root Certification Authorities — displays a list of trusted root certificates

«  Trusted Publishers — a publisher is a developer who has created a macro, ActiveX control, add-in, or other application
extension for use by you and other people. Trusted publishers are reputable developers.

«  Untrusted Publishers - a list of untrusted publishers
The dialog enables you to: Import, Export, Remove your certificates
To import certificates
«  On the 'Personal' tab, select the certificate you wish to back up and click 'Import".
«  Follow the Export wizard.
«  Select the file you want to import and click 'Next'.

«  Choose a password which you can remember later. Click 'Next', then check '‘Mark this key as exportable. This will
allow you to back up or transport your keys at a later time' and 'Include all extended properties'.

»  Select Personal Certificate Store you want to save the certificate to.

»  You will see a confirmation screen listing the settings you have chosen. Click 'Back' if you wish to amend any details.
Click 'Finish' to import the certificate.

- Once finished, the certificate and associated private key is saved as a .pfx file. You can export this into other browsers
and mail clients as required.

To export certificates
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»  On the 'Personal' tab, select the certificate you wish to back up and click ‘Export’.
«  Follow the Export wizard.
«  When requested, select 'Yes, export the private key'

«  Leave the Type' as 'Personal Information Exchange (*.pfx)' and select 'Include all certificates in the certification path, if
possible’. Click 'Next'

«  Choose a password which you can remember later. Click 'Next'

«  First create a file-name for the exported .pfx then click the 'Browse' button to choose where you want to save the file
to.

»  You will see a confirmation screen listing the settings you have chosen. Click 'Back' if you wish to amend any details.
Click 'Finish' to export the certificate.

»  Once finished, the certificate and associated private key is saved as a .pfx file. You can import this into other browsers
and mail clients as required.

To remove expired or revoked certificates

Select the certificate to be deleted and click 'Remove'.

' |
Certificates l""‘”‘"]

You cannot decrypt data encrypted using the certificates, Do you want
__J; to delete the certificates?

(e )

Click Yes in the confirmation dialog.

Note: If you delete your currently active certificate, you will not be able to use it for identifying yourself to the websites that
require it.

The advanced options dialog displays a list of certificate purposes under 'Advanced Purposes'.
Viewing certificate details

First, select the certificate and click 'View'. The General, Details information and Certification Path will be displayed under the
respective tabs in the 'Certificate’ dialog.

7.9.Blocking Insecure Content

You will see this message if the webpage you are visiting a page over an HTTPS connection but the page is attempting to run
non-secure elements.

If a website is secured using HTTPS then all javascript, plugins and CSS stylesheets used by the page must also be securely
delivered. If these other items are not secured then, potentially, hackers could interfere with the website and modify them for
unauthorized purposes. If insecure elements are allowed to run then the page cannot be considered as 'HTTPS' secured.

When Comodo Dragon first encounters this issue on an insecure page, it performs these actions:
»  Loads only the secure items on the page
«  Does not load any insecure items
«  Presents the 'This page has insecure items' message bar

This means the page is still HTTPS as it stands because Dragon has only loaded the secure items. However, because the page
is not running certain items, it may cause the page to display incorrectly. Clicking 'Don't Load (recommended)' will maintain the
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situation described above and all data on the page will be secured. You will see this message if the webpage you are visiting a
page over an HTTPS connection but the page is attempting to run non-secure elements.

Developers and advanced users can see which scripts have been blocked by clicking the Comodo Dragon menu located at the
top-right corner then selecting "Tools > Javascript Console'.

7.10.  Force Secure Connections

The 'Force Secure Connections' feature allows a user to specify that all future connections to a particular website are made with
a secure HTTPS connection. You also have the option to enforce HTTPS connectivity with any sub-domains.

When you visit a site using a HTTPS connection, Comodo Dragon will display a padlock icon on the right hand side of the
address bar:

(C Free Antivirus | Internet 5S¢ %

= C f & Comodo Group Inc. [US]|https:_s’_s’umm.comudu.com;’? e E »| =

= Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

By default, the padlock is gray, meaning secure connections are not yet enforced. No additional actions will be performed if the
page is loaded again.

Click the padlock icon to enforce secure connections:

C Free Antivirus | Internet S %

&« C fn Comodo Group Inc. [US]|http5:ffw'u'uw.comodo.comf?a o 7| we E »| =

i Apps  For quick access, place your bookmarks here mi Secure connections enforced 'w_
comodo.com a

Connections to all pages on this host will

b HTTPS. Search our web
COMOD D TE;::Irluwing subdomains will also be

Creating Trust Online® slxirae;EI:I'I_I'F'S because they appear to be Irces | Newsroom |

www.comodo.com

Products Home & Home Office [ Force HTTPS on all subdomains; ksineﬁs&Enterprise
Learn more L

Don't force HTTRS

Done

Live Renﬁe

of Your I' I

«  The padlock will turn green, meaning secure connections are enforced for this session and all future visits

«  Allinformation exchanged between you and this website will be encrypted using the strongest available algorithms
»  Check 'Force HTTPS on all sub-domains' if you want secure connections throughout the domain

»  Click 'Done’ (or click outside the message box) to confirm you want secure connections enforced

« If you wish to disable forced secure connections, click 'Don't force HTTPS'
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Example usage

This feature is particularly useful for websites that do not, by default, use secure connections on their login pages. For example,
the My Verizon home page does not ordinarily have HTTPS connections on its log-in page. Note the address is plain HTTP
instead of HTTPS - the 'S' stands for secure:

== My Verizon Log in | Verizo X

& Cwaverlzonwweless .com/b2¢c/myverizonlp/ Ty e E f?xE' =

Although your credentials may indeed be sent over a secure connection once you click the 'Log in' button, the absence of a
certificate on this page means you cannot verify the authenticity of the website.

1Log-in | Verize ® Log-in | Verizo =

[ www.verizonwireless.com/b2c/myverizonl| & https://www.verizonwireless.com/b2c/my

www.verizonwireless.com ? www.verizonwireless.com »
Identity not verified Identity verified
Permissicns | Connection Permissions  Connection
The identity of this website has not been _ The identity of this website has been verified
verified, by VeriSign Class 3 International Server CA - G3

but does not have public audit records,
Certificate information

Your connection to www.verizonwireless.com
is not encrypted.

Your connection to www.verizonwireless,com
b is encrypted with 128-bit encryption,
Site information

You have never visited this site before today. ! The connection uses TL5 1.2,

The connection is encrypted using RC4_128,
with MD5 for message authentication and R5A
as the key exchange mechanism.

What do theze mean?

Site information
You have never visited this site before today,

What do theze mean?

With a HTTPS connection, you can click the lock on the left of the address bar to view the website's SSL certificate. Apart from
encrypting your information, the certificate also contains critical website identity information which allows you to verify that you
are connected to the genuine My Verizon website.

To force secure connections on the My Verizon log-in page:
«  You first have to physically change www.verizonwireless.com to https://www.verizonwireless.com

» Do this by placing your mouse cursor in the Dragon address bar and typing 'https://' before www.verizonwireless.com
so the full URL says https://www.verizonwireless.com

»  Press enter. The page will re-load with a secure connection and thus make available the 'Force Secure Connections'
padlock on the right:
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== My Verizon Log-in | Verizc *

&« C fN https://mwww.verizonwireless.com/b2c/myverizonlp/{ @ we »| =

it Apps  For quick access, place your bookmarks here on the bookmarks bar, Impeort bookmarks now..,

«  Click the padlock to enforce secure connections. All future visits to the My Verizon log-in page will be automatically
conducted over a secure, encrypted connection:

== My Verizon Log-in | Verize

&« (= https://www.verizonwireless.com/b2c/myverizonlp/ @ S we *?xg' =
rY

RESIDENTIAL  BUSIN Secure connections enforced
verizonwireless.com
Cennections to all pages on this host will
- ke over HTTPS. .
verizon Shl:ll:'l w The following subdomains will also be rer[Z[:In w
owver HTTPS because they appear to be
aliazes:
www.verizonwireless.com

[ ]:Force HTTPS en all subdomains:
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7.11.  CertSentry

Introduction

Comodo CertSentry software is designed to provide real-time checking of the revocation status of website SSL certificates.
Once installed, CertSentry is invoked whenever you run any application that uses the standard Microsoft CryptoAPI.

The ambitions of the application are two fold. Firstly, it is designed to implement effective, SSL revocation checking on popular
Windows software such as Chrome, Internet Explorer, Dragon and Outlook. Secondly, CertSentry represents an effort to
discover more information about the health of the current revocation checking infrastructure by collecting statistics about the
response times of Online Certificate Status Protocol (OCSP) responders operated by Certificate Authorities (CA's). Sharing the
data gathered by CertSentry with other CA's and major Internet browser providers like Mozilla, Google and Microsoft will, we
hope, provide organizations like the Certificate Authority/Browser (CA/B) forum with the information they need to implement a
viable, long term strategy regarding certificate revocation checks.

Key functionality and features:
Once installed, CertSentry will become the default SSL certificate revocation provider for Windows. The host application loads
censentry.dll into its process space whenever the host application requests a certificate revocation check. Host applications

include browsers such as Dragon, Chrome and Internet Explorer and mail applications such as Microsoft Outlook.

CertSentry will re-enable Online Certificate Status Protocol (OCSP) checking within Google's Chrome browser. OCSP checking
was recently disabled by Google.

CertSentry is also designed to gather statistics on the health of the current revocation checking infrastructure. No personal or
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identifying data about you or your Internet usage is included in these statistics. All that is revealed is the issuing (root) CA
certificate involved in the OCSP check — not the end-entity certificate of the website in question. In other words, it informs us that
a revocation check was made for a certificate on an (unknown) website and that the certificate was issued by Certificate
Authority X. It also tells us whether the request was answered, the speed of the response and the type of response. It does not
inform us of the URL of the website on whose behalf the check was initiated. The data we receive will be enough to compare
and contrast the performance and availability of each CA's revocation servers. CertSentry is designed to send it's logs to the
CertSentry server every 24 hours and they can be found at the following locations:

Windows XP
C:\Documents and Settings\<USERNAME>\Local Settings\Application Data\CertSentry

Windows Vista/7 C:\Windows\system32\config\systemprofile\AppData\LocalLow\Comodo\CertSentry

CertSentry also provides the option to 'hard fail' certificate revocation checks. Ordinarily, if a browser receives no answer to a
revocation check then the browser simply assumes the certificate is valid (not revoked) and allows the connection to proceed.
This is known as a 'soft fail'. On the other hand, browsers that are set up to 'hard fail' will treat this lack of response as meaning
the certificate is invalid (revoked) and will block connections to the website. While soft fails obviously present a potential security
issue, enabling a hard fail could lead to an increase in rejected connections if the OCSP responder operated by the CA cannot
be contacted for technical reasons. By default, hard-fail is not enabled in CertSentry. To enable it, please add one of the
following values to your Windows registry as as REG_DWORD type:

To enable "hard-fail" only for certificates issued by Comodo's CA system:
HKEY_LOCAL_MACHINE/SOFTWARE/COMODO/CertSentry/COMODOFailureMode (value "2")

To enable "hard-fail" for all certificates from all CAs:

HKEY_LOCAL_MACHINE/SOFTWARE/COMODO/CertSentry/DefaultFailureMode (value "2")

Please restart your system to apply your changes.

7.12.  Managing Multiple Users

Comodo Dragon allows multiple users to quickly access their 'own' copy of Comodo Dragon. Each user can link their Dragon
username to a Google account and so synchronize and use their own bookmarks, themes, extensions and other browser
settings. Once created, users can easily switch to their profile by selecting their user icon at the left of the browser window:

& Sweetness

Mot signed in
(} testuserl 1 ngs
v Hot signed in |
thoo
Mew user

Please be aware this feature is intended to be a simple way of allowing different people (friends/family) who are already sharing
Comodo Dragon on the same computer to quickly access a personalized version of the browser. It does not offer true privacy
and data security against other people using your computer. For true data privacy, please use your operating system's built-in
user accounts.

To add a new user

+ Click the Comodo Dragon menu =  located at the top-right corer.
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»  Select the 'Settings' from the menu > 'Users' section

«  (Click 'Add new user'

Users

You are currently the only Comodo Dragon user,

Add new user... Delete this user Import bookmarks and settings...

The 'Create user' confirmation dialog will appear
«  Select a picture and type a name for the new Dragon user
«  Click 'Create'. Anew user window will be created.

« You can sign in to Chrome to access browser settings, such as bookmarks and apps, that have been synced to your
Google Account. Refer to Enabling/Disabling Sync Settings for more details.

Users

—]
e’ Buttondown
L.,

gl--'.ai Shaddy (current) »*
Add new user... Edit... Delete... Import bookmarks and settings...

«  Click 'Edit' to choose another picture profile or change your name
«  Click 'Delete' to remove your current account and all data associated with it from your computer.

+  Click 'Import bookmarks and settings' to import your bookmarks from another browser. Refer to Importing And
Exporting Bookmarks for more details.

8.Downloads

This section of the guide explains how to download a file from the Internet, change the download location in your computer,
clear download history and see download history. Click the following links to know more.

+  Downloading a File
«  Changing Download Location
«  Vi